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Abstract of the contribution: UE configuration solution for UE triggered key and identifier refresh is proposed
1. Introduction

Security area #11 “Security visibility and configurability” has something to do with key issues and solutions in other areas, for example, key issue #3.2 “Refreshing keys”, and solution #3.2 “UE can request a radio interface key refresh”, in that UE has capability to configure (or trigger) security procedures. This contribution tries to consider some of such cases and develop existing solutions, inspired by solution #11.3, as well as address key issue #11.3 “User control of security”. In the later stage, relevant solutions could be merged to more flexible and expanded solution, if it is appropriate.
2. Analysis

Key issue #3.2 “Refreshing keys” has following potential requirement.
-
The UE should have some ability to trigger a refresh of security keys.  Care must be taken not to create network overload, however.  

-
The UE should not congest the network by frequently requesting the radio interface keys to be refreshed.
To address requirements, solution #3.2 “UE can request a radio interface key refresh” has proposed.

Key issue #7.1 “Refreshing of temporary subscription identifier” has following requirement.
-
Temporary subscription identifiers shall be refreshed regularly with a frequency that avoids their persistent use. 

To address the requirement, solution #7.1 “UE can request an update of temporary identifier” has proposed.

Both solutions aforementioned suggest UE’s trigger of refresh of key or identifier as a way to ensure minimum security, just in case a network fails to address the requirement. The detail procedures and conditions to trigger the procedure remain for further study, but the method proposed in solution #11.3 “Security configurability solution using security control policy” can provide a tool in configuration aspects.
In solution #11.3, the following policy language is proposed.
· Security capability item, condition list (value list of items, or changes of item value), action(s)
· Example 1: authentication method, (other than new NG authentication), (retry, reject)
When authentication method is other than newly specified ones in NG, it is rejected after retry.

To address requirements of key issue #3.2 and #7.1, in the aspects of #11.3, similar format could be utilized for key/identifier refresh by UE.

· Security configuration item, condition list, action(s)
· Example 1 : radio interface key refresh, (12 hours since refresh), (try, disconnect after retrial) 
If it has passed 12 hours since radio interface key refresh, UE will trigger key refresh request procedure. UE disconnect the connection, if retry fails.

· Example 2: temporary identifier refresh, (6 hours since refresh), (try in next time, disconnect after retrial) 
If it has passed 6 hours since temporary identifier refresh, UE will trigger temporary identifier refresh request procedure, or next signalling available. UE disconnect the connection, if retry fails.

Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, but this list could be updated later, when some security procedures are considered to be triggered by UE.
As in solution #11.3, this configuration is provisioned by home network, possibly from security policy function. In some circumstances, a user might be able to check and configure it. Since these kind of procedures could affect network resource, configuration by home network might have override user setting. For example, if refresh period given by home network has 6 hours, and user setting has 1 hours, the former value might be used. However, user setting has 12 hours, user value could be used.
Editor's Note: It is ffs if there is a case in that user needs to configure key/identifier refresh period (and further show to human user such as “x days since key refresh” in the configuration menu of UE), since the key issues seems to address case of visited network with lax security policy (never refreshing key/identifiers for a longer period time).

3. Proposal
It is proposed to include the following change in TR 33.899. The whole text is new, so there is no revision mark. 
*** Change #1 ***

5.11.4.3
Solution #11.Z: UE configuration of key and identifier refresh

5.11.4.3.1
Introduction  

This pCR proposes a solution for key issue #11.3 “User control of security”, with the consideration of requirements of key issue #3.2 “Refreshing keys” and #7.1 “Refreshing of temporary subscription identifier”.
5.11.4.3.2
Solution details  

Key issue #3.2 “Refreshing keys” has following potential requirement.
-
The UE should have some ability to trigger a refresh of security keys.  Care must be taken not to create network overload, however.  

-
The UE should not congest the network by frequently requesting the radio interface keys to be refreshed.

To address requirements, solution #3.2 “UE can request a radio interface key refresh” has proposed.

Key issue #7.1 “Refreshing of temporary subscription identifier” has following requirement.

-
Temporary subscription identifiers shall be refreshed regularly with a frequency that avoids their persistent use. 

To address the requirement, solution #7.1 “UE can request an update of temporary identifier” has proposed.

Both solutions aforementioned suggest UE’s trigger of refresh of key or identifier as a way to ensure minimum security, just in case a network fails to address the requirement. The detail procedures and conditions to trigger the procedure remain for further study, but the method proposed in solution #11.3 “Security configurability solution using security control policy” can provide a tool in configuration aspects.
To address requirements of key issue #3.2 and #7.1, in the aspects of #11.3, similar format could be utilized for key/identifier refresh by UE.

· Security configuration item, condition list, action(s)
· Example 1 : radio interface key refresh, (12 hours since refresh), (try, disconnect after retrial) 
If it has passed 12 hours since radio interface key refresh, UE will trigger key refresh request procedure. UE disconnect the connection, if retry fails.

· Example 2: temporary identifier refresh, (6 hours since refresh), (try in next time, disconnect after retrial) 
If it has passed 6 hours since temporary identifier refresh, UE will trigger temporary identifier refresh request procedure, or next signalling available. UE disconnect the connection, if retry fails.

Editor's Note: It is ffs to enlist detail items to be included in the proposed policy within the specification, but this list could be updated later, when some security procedures are considered to be triggered by UE.
As in solution #11.3, this configuration is provisioned by home network, possibly from security policy function. In some circumstances, a user might be able to check and configure it. Since these kind of procedures could affect network resource, configuration by home network might have override user setting. For example, if refresh period given by home network has 6 hours, and user setting has 1 hours, the former value might be used. However, user setting has 12 hours, user value could be used.

Editor's Note: It is ffs if there is a case in that user needs to configure key/identifier refresh period (and further show to human user such as “x days since key refresh” in the configuration menu of UE), since the key issues seems to address case of visited network with lax security policy (never refreshing key/identifiers for a longer period time).

5.11.4.3.3
Evaluation 

FFS.
*** End of Change #1 ***
